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Proposed NDG NetlLab Configuration




Part 1:
Examine port security — concept of VLAN

All devices in the same VLAN
(not VLAN 1)

Chapter 3

VLAN 2

Server — Currently represented as a
stand-alone device, but any of the host
devices can maintain the D-CD.

VLAN 2

VLAN 2 VLAN 2

VLAN 2 — |P address 192.168.2.x

This topology could be used for: STP, concept of basic VLAN

Netlab users, please reference proposed NDG topology



Part 2

Further explain concept of VLAN for server farm

All users in VLAN 2 --- all servers in VLAN 3

Need for router — no router on a stick (static

routing)

VLAN 12

VLAN 12 VLAN 12

VLAN 13

VLAN 12 — IP address 192.168.12.x
VLAN 13 — IP address 192.168.13.x

This topology could be used for: inter-vlan routing (not using trunking); STP



Part 3:

Further explain concept of VLAN for server farm
All users in VLAN 2 --- all servers in VLAN 3
Need for router, router on a stick (static routes)

This topology could be used for: trunking, VTP,
inter-vlan routing (router on a stick)

=

VLAN 14

VLAN 12 (users)

VLAN 13 (servers)
LAN 14 (management)
VLAN 15 (wireless)

VLAN 15

VLAN 13

VLAN 12 VLAN 12

VLAN 12 — IP address 192.168.12.x
VLAN 13 — IP address 192.168.13.x
VLAN 14 — |IP address 192.168.14.x
VLAN 15 — IP address 192.168.15.x

Netlab users, please reference proposed NDG topology



Part 4:

Connecting multiple buildings in an Enterprise..
Using Ethernet

This topology could be used for:
routing protocols RIP, EIGRP and
OSPF- with or without switches

VLAN 3

VLAN 3 (Server Farm
VLAN 12 (Users)

VLAN 14 (Management)
VLAN 15 (Wireless)

=

VLAN 14

VLAN 15

VLAN 12 VLAN 12

VLAN 3 - IP address 192.168.3.x

VLAN 12 — |P address 192.168.12.x
VLAN 14 — |P address 192.168.14.x
VLAN 15 — |P address 192.168.15.x



Topology can be used:

* To represent a classroom enterprise network

* For skills-based testing of multiple separate students
* Departmental servers are optional

Pod 3

Server >< 7
Farm LAN 3
192.168.3.2

VLAN 22 (Users) VLAN 12 (Users)

VLAN 23 (Departmental Servers) VLAN 13 (Departmental Servers)
VLAN 24 (Management) VLAN 14 (Management)

VLAN 25 (Wireless) VLAN 15 (Wireless)

p—
———
_...

e

___VLAN24

VLAN 14

VLAN 23 &£ VLAN 13

— s

VLAN 22 VLAN 22 VLAN 12 VLAN 12
VLAN 22 — |IP address 192.168.22.x VLAN 12 — IP address 192.168.12.x
VLAN 23 — IP address 192.168.23.x VLAN 13 — IP address 192.168.13.x
VLAN 24 — |P address 192.168.24.x VLAN 14 — |IP address 192.168.14.x

VLAN 25 — |IP address 192.168.25.x VLAN 15 — IP address 192.168.15.x
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Mind Wide Open

CCNA Discovery Server Live CD v2.0
Installation Instructions

Overview

The Discovery Server Live CD provides all of the network services necessary to support the CCNA Discovery
curriculum and hands-on labs. The Live CD is built using the ADIOS development platform and is based on
Fedora Core 6. It requires no installation and will run on minimal hardware. The Live CD runs adequately on a PII
machine with 256 MB of RAM, an Ethernet interface card, and a CDROM drive. Because the entire server runs
from RAM, there is no need for the machine to have a hard disk drive or operating system. The Discovery Server
Live CD will run on less powerful hardware but will run noticeably slower. More powerful hardware provides better
performance. Increasing the amount of RAM has the most impact on speed and performance.

NOTE: Although the Discovery Server Live CD will run on a broad range of computers, it will not run on every
system. The machine used to run the Discovery Server Live CD must be able to support Fedora Core 6. The
current version of the Live CD is known to have problems with USB keyboards and certain BIOSs and chipsets. If
the server fails to run on your hardware, try a different machine. The Discovery Server Live CD runs with fewer
problems on older hardware.

The CD is built entirely from open source solutions and can be freely duplicated and distributed. The CD must be
distributed in its entirety; no copyright notices should be removed or altered.

The server is designed to provide preconfigured services such as DHCP, DNS, FTP, TFTP, HTTP, SSH, Telnet,
SMTP, POP3, IMAP, and streaming video. Many other services and tools are available on the CD to allow the
creation of more challenging lab exercises. The following applications are among the more useful:

o WireShark, a packet sniffer
e nmap, a port scanner
e Diag, a network diagramming tool

o Complete office suite, including word processing, presentation, and spreadsheet applications

Starting the Server

Obtain a Discovery Server Live CD from your instructor and use it to boot the computer that will be used for the
Discovery Server.

NOTE: You may first have to modify the boot order in your computer BIOS setup program. The CD/DVD drive
must be listed before the system hard disk drive. Some systems have a designated key that you can press to
display a menu of boot choices during the boot process; other systems require the change to be made in the
BIOS. Often a message appears on the bottom of the screen during boot that lists which key should be pressed to
enter the BIOS setup or to boot from the CD. If no message is displayed, consult your system documentation for
details.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 8



1. Before starting the server, be sure to connect the computer NIC to a switch or router port using an
appropriate cable.

2. To start the Discovery Server Live CD, insert the CD into the CDROM drive and reboot the machine.

3. During startup, you will be presented with a list of boot options. At the first options menu, select 'a’. All
other options are provided in the event that 'a’ does not run properly on your machine. During the booting
process you may notice that the ethO address and the DHCP daemon (dhcpd) fail. This is normal on
some machines and these functions will be started manually. Allow the server to boot fully into the KDE
graphical environment.

When booted, a screen similar to that shown in Figure 1 displays.

flecass @ S & o1 e o ago @ 8

Figure 1: The KDE Display
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Quick Info

Root Password: discoverit

User Accounts: 20 ordinary user accounts set up as userX with a password of cheetahX where X is any
number between 1 and 20 inclusive

Server Name: server.discovery.ccna

IP Address: 172.17.1.1

Subnet Mask: 255.255.0.0

Default Gateway: 172.17.0.1

DHCP

Pool Address Range: 172.17.1.50to0 172.17.1.254

Lease: 4 hours

Default Gateway: 172.17.1.1

Domain Name: discovery.ccna

DNS

Resolves names for the discovery.ccna domain

server.discovery.ccna resolves to 172.17.1.1

server-1.discovery.ccna resolves to 172.17.1.1 (for the troubleshooting labs in CCNA Discovery 1)

server-2.discovery.ccna resolves to 172.17.1.2 (for the troubleshooting labs in CCNA Discovery 1)

Configuring the Server
The following instructions address the most common setup processes and issues:

NOTE: On some hardware, ethO may be the wireless NIC. In that case, these instructions will apply to ethl,
which should be the first Ethernet card in the system. You may also notice ethO and ethO.bak on some hardware.
This is normal and will not interfere with the setup.

After the server has started, it may be necessary to manually configure the IP address information, start the
DHCP daemon (dhcpd), and restart the DNS (hamed). To determine if these steps are necessary, use the
following procedure to check the IP address assigned to the computer’s NIC:

1. Choose Terminal to open a terminal window.

2. Enter su - and click Enter (note that the ‘-‘ is very important).
3. When prompted, enter the root password discoverit.
4

When the terminal window is open, enter the i fconfig command to see information about the interfaces
found in the machine.

If the IP address information is not correct, complete Steps A and B below.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 8



A. Setting the Network Address

1. From the K start button in the lower left corner of the screen, click Administration and then click
Network.

When prompted, enter the root password discoverit and click OK. The Network Configuration window,
similar to that shown in Figure 2, should open. The interfaces displayed will depend on the computer
system.

@ Network Configuration = BT
File Profile Help

D kB 8 @ @ @

Mew Edit copy Delete - AClvate Deactvare

Devices | Hardware ‘iF’gec |DmS |Hg5t5 l

= 1.0| Youmay configure network devices associated with
'EL J;J physical hardware here. Multiple logical devices can be
associatzd with a single piece of hardware.

-
[

Profile Status Device

Nickname Type

[+] €y Inactive Eeth[} ethd Ethernet
& Active @ ethl ethl Ethernet

ACtve profle: Common

Figure 2: The Network Configuration Window

3. On the Network Configuration window, click the Devices tab.
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4. Select ethO0 or the interface that corresponds to your first Ethernet card and then click Edit. This should
display the Ethernet Device configuration pane shown in Figure 3.

o Ethernet Device s
General | Route |ﬂardware Device |

Nickname: | |

Activate device when computer starts

[] Allow all users to enable and disable the device

EEnabIe IPv6 configuration for this interfaceé

(O Automatically obtain IP address settings with:

(@ Statically set IP addresses:

Manual [P Address Settings

Address: [1721711 |

Subnet mask: |255255.0.0 |

Default gateway address: |1}'2.1?.0.1 |

[ Set MTU to: |1 -

I X Cancel

Figure 3: The Ethernet Device Configuration Pane

To set the IP addressing information, click the Statically set IP addresses radio button and enter the
following information:

Address: 172.17.1.1

Subnet mask: 255.255.0.0

Default gateway address: 172.17.0.1
6. Click OK.
7. Return to the Network Configuration window and click the DNS tab.
8. Enter the following information, as shown in Figure 4:

Set hostname: server.discovery.ccna

Set Primary DNS: 127.0.0.1

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 5 of 8



@ Metwork Configuration Y N s
File Profile Help

Devices |Hardﬂare | IP§EE| DNS |Hgst5 |

FTi7H You may configure the system's hostname, domain,
name servers, and search domain. Name servers are
used to look up other hosts on the network.

wo| |l

W
3,
5.
3,

=
eh
I

Hostname: |:§';

Primary DNS: [12?.0.0.1

Tertiary DNS: |

Secondary DNS: | |
|
|

DNS search path: |

Active profile: Commen (modified)

Figure 4: Discovery Server DNS Configuration

9. Next, click the Devices tab.

10. Choose ethO.

11. Click Activate.

12. Answer Yes / OK to any questions.

13. Close the Network Configuration window. When prompted, click Yes to save changes.

B. Starting DNS and DHCP

The DNS service must be restarted to reflect the new IP address on the Ethernet interface. In addition, because
the Ethernet interface failed to initialize during startup, the DHCP service must also be manually started.

Click Terminal to open a terminal window.
Enter su - and click Enter (note that the ‘- is very important).
When prompted, enter the root password discoverit.

Enter service named restart and press Enter.

S

Enter dhcpd and press Enter.

You should now have a fully operational server. It may take a few minutes for DNS to become fully operational.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 6 of 8



Streaming Video Server

Some of the labs in CCNA Discovery 4 require that a video stream be established. This service is off by default
and must be turned on.

To stream a video, use the following procedure from the server console:

1.
2.

Choose Terminal to open a terminal window.

Enter su - and click Enter (note that the ‘- is very important).

3. When prompted, enter the root password discoverit.

After you are logged in as root and have a terminal session open, complete the following steps:

1.

2
3.
4

Enter cd / to go to the root directory.
Enter cd /usr/StreamingServer to go to the directory with the streaming server files.
Enter DarwinStreamingServer to start the server.

Enter perl streamingadminserver.pl to start the administration server.

When the administration server is running, all further configuration is accomplished using a web browser.

1.

© N o g &

Use a web browser to bring up the configuration server by connecting to the server on port 1220
(http://172.17.1.1:1220). All usernames and passwords are stream.

Delete any old playlists that may be present.

Create a new playlist by dragging the movie file to the right box. Select Sequential Looped for the play
mode, name the stream, and click the Save Changes button at the bottom of the screen.

Click the button next to the stream name to start the streaming video.

To connect to the stream, use the Quicktime Player (free download from Apple Inc. at www.apple.com).
Launch Quicktime Player.

Under File, click Open URL.

Enter the URL rtsp://<server ip>/stream; for example, rtsp://172.17.1.1/MWO.sdp, assuming that the
server has the default IP address of 172.17.1.1 and the stream was named MWO.sdp for "Mind Wide
Open."

NOTE: The Discovery Server Live CD is provided without warranty of any kind. It is intended to be used only to
support the CCNA Discovery labs. For information on the Cisco Networking Academy Program, visit
http://cisco.netacad.net.
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Quick Start Instructions

1. Obtain a Discovery Server Live CD from your instructor.

2. Inthe BIOS of the computer to be used as a server, change the boot order to boot from the CD-ROM first.

3. Connect the NIC of the computer being used for the Discovery Server to a switch or router per the lab
setup using an appropriate cable.

© N o g &

Disable all extra network cards in the machine.

Insert the CD and restart the computer to boot to the CD.

At the first options menu, select 'a’.

If the second menu displays, select ‘1’. NOTE: This menu will not be seen on all machines.

Follow the instructions above to set IP address, streaming, etc.

Common Issues and Answers

Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

Machine boots to the first menu and then freezes.

This occurs on many machines that use a USB keyboard. Discovery Server does not currently
support USB keyboards. If the machine is capable of using a PS/2 style keyboard, replace the
USB keyboard with one using a PS/2 interface and restart the server. If the machine is not
capable of accepting a PS/2 style keyboard, try a different machine.

Machine boots to a command prompt and not to the graphical screen.
On some machines, the graphical interface is started but hidden from view. If presented with a
login prompt, switch to the graphical interface by pressing Alt-F7.

Multiple network cards are visible in setup.

The Discovery Server is currently designed to use only a single NIC. If multiple NICs are enabled
in the machine, these will be detected and shown as eth0, ethl, eth2, etc. On some machines an
eth0.bak interface also appears. The first network card is eth0, and this is the one that should
normally be terminated and configured.

EthO interface is not working but eth1l is present.

This occurs on many laptop computers that have an internal wireless NIC. The wireless NIC
appears as eth0 and the standard Ethernet NIC is ethl. In this case, configure ethl with the
appropriate IP address.

Machine will not work with Discovery Server.

The Discovery Server does not work on all machines. If it does not work on your machine, try
another computer. If another computer is not available, run the server in a virtual environment
using software such as Microsoft Virtual PC, VMWare, or Innotek VirtualBox software.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 8 of 8



CCNA Discovery

Introducing Routing and Switching in the Enterprise

Cisco | Networking Academy®
Mind Wide Open

Lab 1.2.2 Capturing and Analyzing Network Traffic

Server
(Live CD)

Straight-through cable

Serial cable

S0/0/0

Console (Rollover)

Crossover cable

Host Name IP Address | Subnet IP Address Subnet Default
Fa0/0 Mask S0/0/0 Mask Gateway

RouterA 172.17.0.1 255.255.0.0 192.168.1.1 (DCE) 255.255.255.0 | N/A

RouterB 192.168.3.1 | 255.255.255.0 | 192.168.1.2 255.255.255.0 | N/A

Server 172.17.1.1 255.255.0.0 172.17.0.1

Switch

Host 192.168.3.2 | 255.255.255.0 192.168.3.1

Objectives

e Use Wireshark to capture protocol data packets as they cross the networks.

e Use Wireshark to analyze protocol data packets from the captured results.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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CCNA Discovery
Introducing Routing and Switching in the Enterprise

Background / Preparation

This lab focuses on the basic configuration of the Cisco 1841 or comparable routers using Cisco 10S
commands. The information in this lab applies to other routers; however, command syntax may vary. The
Cisco Catalyst 2960 switch comes preconfigured and only needs to be assigned basic security information
before being connected to a network.

The following resources are required:
e Cisco 2960 switch or other comparable switch

e Two Cisco 1841 or comparable routers with minimum one serial and one fast Ethernet interface

e Two Windows-based PCs, one with a terminal emulation program. Use one PC as the host, and use
the other as the server.

e RJ-45-t0-DB-9 connector console cable to configure the routers
e Two straight-through Ethernet cables

e One crossover Ethernet cable

e Access to the PC command prompt

e Access to PC network TCP/IP configuration

NOTE: Make sure that all routers and the switch have been erased and have no startup configurations. If you
need instructions, refer to the end of this lab. Instructions are provided for both the switch and router.
Step 1: Connect the routers and configure

a. Connect the two routers with a serial cable. RouterA will provide the clocking signal between the two
routers. Use S0/0/0 on both routers to connect them.

b. Use RIP as the protocol when configuring both routers. Advertise the appropriate networks on each
router.

c. Connect the Fa0/0 on RouterA with a crossover cable to the server running the Discovery Server Live
CD.

d. RouterB will use a straight-through cable from its Fa0/0 to connect to the switch through the Fa0/1.
Configure the routers as shown in the topology diagram above.

Step 2: Connect the host to the switch and configure
Step 3: Verify connectivity using ping

a. To verify that the network is set up successfully, ping from the host to the server.

b. If the ping is not successful, verify the connections and configurations again. Check to ensure that all
cables are correct and that connections are seated. Check the host, server, and router configurations.

c. Was the ping successful?

Step 4: Launch Wireshark
NOTE: Wireshark may be downloaded from the Internet at www.wireshark.org and installed on
each local host. If this is not possible, Wireshark may be run from the Discovery Live CD.
Check with your instructor to determine which procedure to follow.

a. If running Wireshark from the local host, double-click on the icon to begin the application and proceed
to step d. If running Wireshark from the Discovery server, proceed to step b.

b. From the K Start menu on the server desktop, choose Internet> Wireshark Network Analyzer.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 17



CCNA Discovery

Introducing Routing and Switching in the Enterprise

c. Launch Wireshark if it is not already open. If prompted for a password, enter discoverit.

d. To start data capture, go to the Capture menu click Options. The Options dialog provides a range of
settings and filters that determine how much data traffic is captured.

. The Wireshark Metwork Analyzer

AEX

File Edit Wew Go | Capture Analyze Statistics Help

B Interfaces... @
¢ : &

@ options... Chrl+K

2 Start

-

@l

i Capture Filters. ..

Filter:

B « » = 7 8 |

w Expression... Clear Apply

MReady to load or capture

[ Mo Packets

e. Ensure that Wireshark is set to monitor the correct interface. From the Interface drop-down list,
select the network adapter in use. For most computers, this will be the connected Ethernet Adapter.

ET Wireshark: Capture Options

M][=1]% |

Capture

Interface:

Generic dialup adapter: \DevicelNPF_GenericDialupAdapter E]

IF address: u

Capture p. £ =

Generic dialup adapter; \Device\WPF_GenericDialupAdapter
Y14 Rhine II Fast Ethernet Adapter

(Microsoft's Packet Scheduler) : \Devi
3

[ Limit each packet ta

Capture Filter:

Capture File{s)
File::

[ use multiple files

Stop Caphure ...

[ ... after
[ ... after
[ ... after

bytes

Display Options

Browse, ..

[[] Update list of packets in real time

[] Hide capture info dialog

Mame Resolubion

Enable MAC name resolution
[[] Enable network name resalution

Enable transport: name resolution

I Skart ] [ Cancel

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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CCNA Discovery
Introducing Routing and Switching in the Enterprise

f.  Next, other options can be set. The two options highlighted below are worth examination: Capture
packets in promiscuous mode and Enable transport name resolution.

ET Wireshark: Capture Options [Z]@
Capture
Interface: | W14 Rhine IT Fast Ethernet Adapker {Microsoft's Packet Scheduler) @ 4 E]

IP address: 192.168.0.6

Buffer size! | 1 :~ megabyte(s)

Capture packets in promiscuous mode

bytes

Capture Filker: E]

Capture File(s) Display Options

File: [] Update list of packets in real ke

[ Use mulkiple files

[] Hide capture info dialag

Name Resolution

o ;
Stop Capbure ., Enable MAC name resolution

. [ Er. clutian
[ ... after
7 ;
1 ... after Enable transport name resalution )

e Setting Wireshark to capture packets in promiscuous mode
e Setting Wireshark for network name resolution
e Clicking the Start button starts the data capture process. A message box displays the progress of this

process.
e Create some traffic to be captured. Issue a ping and tracert from the host and watch for routing
updates.
) Wireshark: Capture from Generic ... g@
Captured Packets -
Total ] % of botal
SCTP 1} 0.0%
TCP 1} 0.0%
LCP i] 0.0%
ICMP 1] 0.0%
ARP 0 0.0%
Q3PF 0 0.0%
GRE 1} 0.0%
MetBIoS 1} 0.0%
1P 0 0.0%
VINES 1} 0.0%
Okher 1] 0.0%
Running 00:00:05

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 4 of 17



CCNA Discovery

Introducing Routing and Switching in the Enterprise

) Wireshark: Capture from VIA Rhin... g@

) Wireshark: Capture from VIA Rhin... B@
Captured Packets
Tatal 10 % of bokal
sCTR 0 [ ] 0.0%
TCP 0 ] 0.0%
UpP 0 ] 0.0%
ICHP 8 EEEEE | 80.0%
ARP 2 T 20,0%
SPF 0 ] 0.0%
GRE 0 ] 0.0%
NetBIOS 0 ] 0.0%
1P 0 ] 0.0%
VINES 0 ] 0.0%
Cther 0 ] 0.0%

Running 00:00: 25

Captured Packets

Total 45 % of total

sCTP 0 [ ] 0.0%
TCP %  (EEEEN | 75.0%
LoP 2 - ] 4.2%
1CHP B ] 16.7%
ARP z I 4.2%
OSPF 0 ] 0.0%
GRE 0 ] 0.0%
NetBIOS 0 [ ] 0.0%
1P% 0 | ] 0.0%
YINES 0 [ ] 0.0%
Other D ] 0.0%

Running 00:01:26
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CCNA Discovery
Introducing Routing and Switching in the Enterprise

e  Clicking the Stop button terminates the capture process. The main screen is displayed.
8 (Untitled) - Wireshark M=) <
File Edit Yiew Go Capture Analyze Statistics  Help
2 e e BEx % &8[R ¢« »» 7 & BEE QaqqQB|@
Filter: ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol | Info s
1 0. 000000 1587, 168. 0.6 167,168, 0.1 ICMP Echo (ping) reguest
2 0.000074 102.168. 0.1 102.168.0.6 ICMP  Echo Lping) reply
3 0.001524 D-Link_92:7d:67 AsustekC_7c:35:4h  ARP who has 192.168.0.67 Tell 152.168.0.1
4 0,001535 AsustekC_Foi3fidb Dol dnk 92:7dis ARE 192,1658.0.5 95 at 00:17:31:7c:35:4h
5 0.953933 192.168.0.6 . Cping) reguest
6 0.089775  192.16%.0.1 Packet List Pane (ping) reply
7 1.9885804 192.168.0.6 To-. 155, . I TomF ECho [ping) reguest
8 1.989724 192.168.0.1 192,168, 0.6 ICMP  Echo (ping) reply
o 2.988853 192.168.0.6 192.165.0.1 cMP Echo £ping) reguest
10 2Z.985722 192.168.0.1 192.168.0.6 IcMP  Echo Cping) reply
11 §0.355810 192.188.0.8 203.0.178.151 DM Standard query A www.wireshark.org
12 81.174087 iR 1ol AL LEHL 192,168, 0.4 DS Standard guery response A 128.121.50.122
13 §1.175108 192.165.0.6 www.wireshark_org TCP 3471 = http [Svn] Seqg=0 Len=0 M3s5=1260
14 &1.410076 www.wireshark.org 192.168.0.4 TCR http = 3471 [svN, Ack] seq=0 Ack=l win=373
15 §1.410126  192.1858.0.8 www.wireshark.org TCP 3471 > http [ACK] Seg=l Ack=l win=84512 Le
16 81.410461 192.168.0.6 www.wireshark.org HTTP  GET # HTTR/L.1
17 61.668553 wew, o wireshark.org 192.163.0.6 TCP [TcP segment of a reassembled pPOU]
18 61.676122 www.wireshark.org 192.168.0.86 TCP [TcP segment of a reassembled PODU]
19 §1.5761534  192.1658.0.8 www.wireshark.org TCP 3471 > http [AcCK] Seq=447 Ack=2521 win=643
20 81.919358  www.wireshark.org 192.168.0.8 TCP [TCP segment of a reassembled PoU] “

»

+ Frame 1 (74 bytes on wire, 74
¥ Ethernet II, 5Src: AsustekC 7o dnk_92:7d:67 (00:50:bha:92:7d:67)
7 Internet Protocol, Sro: 192.168.0.6 (192.165.0.6), Dst: 192.168.0.1 (19%2.168.0.1)

+ Internet Control Message Protocol

Packet Details Pane

0000 00 50 ba 52 ¥d &7 00 17 3 K..E.

0010 00 3c 82 aB 00 00 BO 01 4 Pgckets Bvies Pane @ |-----

0020 00 01 OB 00 32 5c 02 00 ( Packets Bytes Pane bcdef

0030 67 85 69 6a 6b &6c &d &e T 70 7L VS LYY VR ghijk Tmn opgrstuy

0040 77 Bl 62 63 o4 67 66 a7 68 69 wabcdefy hi

[File: "CADOCUME~1} AubreyiLOCALS~ 1\ TempietherkkrsKFOLT" 20 KB 00:01:52 [Pia3D: 83 M: 0 Drops: 0
e The PDU (or Packet) List pane at the top of the diagram displays a summary of each packet

captured. By clicking on packets in this pane, you control what is displayed in the other two panes.

e The PDU (or Packet) Details pane in the middle of the diagram displays the packet selected in the

Packet List Pane in more detail.

The PDU (or Packet) Bytes pane at the bottom of the diagram displays the actual data (in
hexadecimal form representing the actual binary) from the packet selected in the Packet List pane,
and highlights the field selected in the Packet Details pane.

Packet List Pane

Each line in the Packet List pane corresponds to one PDU or packet of the captured data. If you select a
line in this pane, additional details are displayed in the Packet Details and Packet Bytes panes. The
example above shows the PDUs captured when the ping utility was used and http://www.Wireshark.org
was accessed. Packet number 1 is selected in this pane.

Packet Details Pane

The Packet Details pane shows the current packet (selected in the Packet List pane) in a more detailed
form. This pane shows the protocols and protocol fields of the selected packet. The protocols and fields of
the packet are displayed using a tree, which can be expanded and collapsed.
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Packet Bytes Pane

The Packet Bytes pane shows the data of the current packet (selected in the Packet List pane) in what is

known as "hexdump" style. In this lab, this pane will not be examined in detail. However, when a more in-

depth analysis is required, this displayed information is useful for examining the binary values and content
of PDUs.

The information captured for the data PDUs can be saved in a file. This file can then be opened in
Wireshark for future analysis without the need to recapture the same data traffic again. The information
displayed when a capture file is opened is the same as the original capture.

When closing a data capture screen or exiting Wireshark, you are prompted to save the captured PDUs.

nWireshark g@
@ Bave capture file before closing it?
If wou close without saving, wour capture data will be discarded.

[ Save l [ Continue without Saving ] [ Cancel ]

Step 5: Ping PDU Capture
a. Launch Wireshark.
Set the Capture Options as described in Step 4 and start the capture process.

c. From the command line of the host, ping the IP address of the server on the other end of the lab
topology. In this case, ping the Discovery Server Live CD using the command ping 172.17.1.1.

d. After receiving the successful replies to the ping in the command-line window, stop the packet
capture.

Step 6: Examine the Packet List pane

a. The Packet List pane on Wireshark should now look similar to this:

No. - Time Source Destination Protocal Info
] CisCo_79:T5:8 COP, VTR OTR/PAQP/UDLD COP Deyvilce ID: ROUTER_&  PoOrf ID:
2 4.959859 Cisco_79:f3:80 Cisco_79:f3:80 LOOP Reply
3 5.555083 152.168.3.2 172.17.1.1 ICMP Echo ping) request
4 5.555108  172.17.1.1 152.168.3.2 ICMP Echo {ping) reply
5 6.557116 152.168.3.2 AL oAl o Lol ICMP Echo ¢ping) request
6 6.557137  172.17.1.1 192.168.3.2 ICMP Echo {ping) reply
7 7.557337 152.168.3.2 172.17.1.1 ICMP Echo ¢ping) request
B 7.557359  172.17.1.1 192.168.3.2 ICMP Echo (ping) reply
0 B.5570B8 152.168.3.2 AL Al Lol ICMP Echo (ping) regquest
10 8.557111 172.17.1.1 192.168.3.2 ICMP Echo (ping) reply
11 10.5573548 Intel_56:98:68 Cisco_79:T3:80 ARP who has 172.17.0.17 Tell 172.17.1.1
12 10.558224  Cisco_v9:f3:80 Intel_56:98:68 ARP 172.17.0.1 s at 00:0d:28:79:f3:80

b. Look at the packets listed; we are interested in the packets numbered 3 through 10.
c. Locate the equivalent packets on the packet list on your computer. The numbers may be different.
d. From the Wireshark Packet List, answer the following questions:

1) What protocol is used by ping?

2) What is the full protocol name?

3) What are the names of the two ping messages? and

4) Are the listed source and destination IP addresses what you expected?
5) Why?
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Step 7: Examine the Packet Details pane

a. Select (highlight) the first echo request packet on the list with the mouse. The Packet Detail pane will
now display something similar to this:

# Frame 1 (316 bytes on wire, 316 bytes captured)
+ IEEE 802.3 Ethernet

# Logical-Link Control

# Cisco Discovery Protocol

b. Click each of the four + to expand the information. The packet Detail Pane will now be similar to:

= Frame 1 (316 bytes on wire, 316 hytes captured)
Arrival Time: aug 12, 2007 16:26:56, 565057000
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Humber: 1
Frame Length: 316 bytes
Capture Length: 316 bytes
[Frame is marked: False]
[Protocols 4n frame: eth:1lc:cdp:datal
[Coloring Rule Mame: Routingl
[Coloring rRule String: hsrp || efgrp || ospf || bgp || <dp || wrrp || gurp || dgmp || dsmp]
= IEEE 802.3 Ethernet
+# Destination: COP/VTP/DTP/PAQP/UDLD (01:00:0cC:icciccicc)
H Source: Cisco_79:f3:80 (00:0d:28:79:f3:80)
Length: 302
= Logical-Link Control
DSAP: SMAP (Oxaa)
IG Bit: Individual
SSAP: SHMAP ([Oxaal
CR Bit: Command
# control field: u, func=ul (0x03D
organization Code: Cisco (Ox00000C)
PID: CDP (QxZ0000
- Cisco Discovery Protocol
version: 2

c. Spend some time scrolling through this information. At this stage of the course, you may not fully
understand the information displayed. Make a note of the information you do recognize.
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d. Locate the two different types of Source and Destination.

e. Select aline in the Packets Detail pane (middle pane). Notice that all or part of the information in the
Packet Bytes pane also becomes highlighted.

00 Oc 8 66 40 00 cO  &f bd T *f) 45 00
0010 00 3C O T7 00 00 80 01 64 21 0a 01 01 01 cO as e Ctlisaieieiiaey
0020 fe fe 08 00 2a 5¢ 03 00 20 00 61 62 63 64 65 66 i abedef
0030 67 68 69 6a 6b 6c 6d 6e 6f 7O 71 72 73 74 75 76 ghijkImn opogrstuy
0040 F7 61 62 63 64 63 66 67 68 69 wabcdefg hi

f. Go to the File menu and click Close.

g. Click Continue without Saving when this message box appears.

r. Wireshark g@ﬁ

@ Bave capture file before closing it?
If wou close without saving, wour capture data will be discarded.
[ Save I [ Continue without Saving ] [ Cancel ]
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Step 8: Perform an FTP PDU Capture

a.

b.

C.

d.

e.

Assuming that Wireshark is still running from the previous steps, start packet capture by clicking the
Start option on the Wireshark Capture menu.

At the command line on your host, enter ftp 172.17.1.1. When the connection is established, enter
anonymous as the user.

When successfully logged in, enter get /pub/Discovery_1/document_1 and press the Enter key.
Note that there is a space after get. This command will start downloading the file from the ftp server.
The output will look similar to:

C:\> ftp 172.17.1.1

Connected to 172.17.1.1

220 Welcome to The CCNA-Discovery FTP service.

ftp> get /pub/Discovery_1/document_1

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for pub/Discovery_1/document_1
<73 bytes>.

226 File send OK.

ftp: 73 bytes received in 0.03Seconds 2.35Kbytes/sec.

When the file download is complete, enter quit.
ftp> quit
221 Goodbye.
C:\>

Stop the PDU capture in Wireshark.

Step9: Examine the Packet List pane

a.
b.

Increase the size of the Wireshark Packet List pane and scroll through the PDUs listed.

Locate and note those PDUs associated with the file download. These will be the PDUs from the
Layer 4 protocol TCP and the Layer 7 protocol FTP.

Identify the three groups of PDUs associated with the file transfer. The first group is associated with
the connection phase and logging into the server. List examples of messages exchanged in this
phase.

Locate and list examples of messages exchanged in the second phase that is the actual download
request and the data transfer.

The third group of PDUs relate to logging out and breaking the connection. List examples of
messages exchanged during this process.

Locate recurring TCP exchanges throughout the FTP process. What feature of TCP does this
indicate?

Step 10: Examine Packet Details and Packet Byte panes

a.

Select (highlight) a packet on the list associated with the first phase of the FTP process. View the
packet details in the Packet Details pane.

What are the protocols encapsulated in the frame?

Highlight the packets containing the username and password. Examine the highlighted portion in the
Packet Byte pane. What does this say about the security of this FTP login process?
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NOTE: SDM Enabled Routers — If the startup-config file is erased on an SDM enabled router, SDM will no
longer come up by default when the router is restarted. It will be necessary to build a basic router
configuration using IOS commands. Contact your instructor if necessary.

Connect the Host to attach to Fast Ethernet switch port Fa0/2. Configure the host as shown in the
topology diagram above.

If this feature is not checked, only PDUs destined for this computer will be captured.

If this feature is checked, all PDUs destined for this computer and all those detected by the
computer NIC on the same network segment (i.e., those that "pass by" the NIC but are not
destined for the computer) are captured.

NOTE: As you use different intermediary devices (hubs, switches, routers) to connect end
devices on a network, you will experience different Wireshark results.

This option allows you to control whether or not Wireshark translates network addresses found in
PDUs into names. Although this is a useful feature, the name resolution process may add extra
PDUs to your captured data, perhaps distorting the analysis.

There are also a number of other capture filtering and process settings available on this screen.

As data PDUs are captured, the types and number are indicated in the message box. The examples
show the capture of a ping process and then accessing a web page.

This main display window of Wireshark has three panes.

Clicking Continue without Saving closes the file or exits Wireshark without saving the displayed
captured data.

As you can see, the details for each section and protocol can be expanded further.

Why are there two types?

What protocols are in the Ethernet frame?

For example, if the second line (+ Ethernet Il) is highlighted in the Details pane, the Bytes pane now
highlights the corresponding values.

This example shows the particular binary values that represent that information in the PDU. At this
point in the course, it is not necessary to understand this information in detail.
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NOTE: Capture Options do not have to be set if continuing from previous steps of this lab.

If there was no VLAN file, this message is displayed:
The responding line prompt is:

Press Enter to confirm.

The response should be:

Verify that the VLAN configuration was deleted in Step b using the show vlan command. If previous
VLAN configuration information (other than the default management VLAN 1) is still present, you
must power cycle the switch (hardware restart) instead of issuing the reload command. To power
cycle the switch, remove the power cord from the back of the switch or unplug it, and then plug it back
in. If the VLAN information was successfully deleted in Step b, go to Step e and restart the switch
using the reload command.

NOTE: This step is not necessary if the switch was restarted using the power cycle method.
The responding line prompt is:
The responding line prompt is:
The first line of the response is:
After the switch has reloaded, the line prompt is:
The responding line prompt is:

The responding line prompt is:

The response is:

The responding line prompt is:

The responding line prompt is:

In the first line of the response is:

After the router has reloaded the line prompt is:

The responding line prompt is:

The router is ready for the assigned lab to be performed.

This is the interface that a PC will connect to using a browser to bring up SDM. The PC IP address
should be set to 10.10.10.2 255.255.255.248.

NOTE: An SDM router other than the 1841 may require connection to a different port to access SDM.

Replace <username> and <password> with the username and password that you want to
configure.

d. Highlight a packet associated with the second phase. From any pane, locate the packet containing
the filename. What is the filename that was downloaded?
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e.

When finished, close the Wireshark file and continue without saving.

Step 11: Perform an HTTP PDU Capture

a.

Start packet capture. Assuming that Wireshark is still running from the previous steps, start packet
capture by clicking the Start option on the Wireshark Capture menu.

Launch a web browser on the computer that is running Wireshark.

Enter the IP address of the Discovery Server 172.17.1.1 in the address box. When the webpage has
fully downloaded, stop the Wireshark packet capture.

Step 12: Examine the Packet List pane

a.
b.

C.

Increase the size of the Wireshark Packet List pane and scroll through the PDUs listed.
Locate and identify the TCP and HTTP packets associated with the webpage download.

Note the similarity between this message exchange and the FTP exchange.

Step 13: Examine the Packet Details and Bytes panes

a.

d.

In the Packet List pane, highlight an HTTP packet that has the notation (text/html) in the Info
column.

In the Packet Details pane, click the + next to Line-based text data: html. When this information
expands, what is displayed?

Examine the highlighted portion of the Byte pane. This portion shows the HTML data carried by the
packet.

When finished, close the Wireshark file and continue without saving.

Step 14: Analyze the capture

a. Look at the capture below and examine the various protocols being used in this network.

No. - Time Source Destination Protocal Info
30 75.037581 Cisco_79:f3:80 CDP/VTP/DTP/PAgP/UDLD CDP Device ID: ROUTER_A Port ID: FastEtherneto/0
40 79.997380 Cisco_79:f3:80 Cisco_79:f3:8 LOCP reply

b.

41 82.124081 152.168.3.2 1?2 17.1.1 FTP Request QUIT

A7 007 pdbg L ftp > 1042 ACK] Seg=275 Ack=97 win=3840 L¢
192.168.3.2 172.17.1.1 TCP 1042 > ftp [FIN, ACK] Seq=97 Ack=273 win=65261 L
172.17.1.1 192.168.3.2 TCP ftp > 1042 [ack] Seq=276 Ack=88 win=5840 Len=0

192.168.3.2 172.17.1.1 TCP 1042 > ftp [ACK] Seq=98 Ack=276 win=65261 Len=0
Cisco_79:f3: Cisco_79:f3: Reply

RESpOonse

C%;&Dliélf3: Cisco_79:T3:
Cisco_79:f3:80 Cisco_79:f3:80 LOOP Reply

152.168.3.2 172.17.1.1 TCP 1047 > http [SYN] Seq=0 Len=0 MSS=1460
172.17.1.1 192.168.3.2 TCP http = 1047 [S¥N, ACK] Seg=0 Ack=1 win=5840 Len-
152.168.3.2 172.17.1.1 TCP 1047 > http [ACk] Seg=l Ack=1 wWin=65535 Len=0

1%2.168.3.2

i

HTTP GET / HTTR/1.
http [ACK] Seg=l Ack=403 win=6432 Len=0

-
1. Text ntml,

http =» FIN, ACK] Seq=1114 Ack=403 win=843:
TCP 1047 > http [FIN, ACK] Seq=403 Ack=1114 win=644:

58 116. 068430 >

60 116. 075768 >
61 116.18%037 >
62 116.189048 >
63 116, 205143
64 116, 259606
.259618

TCP http = 1047 [AcCK] Seg=1115 Ack=404 win=6432 Len-
TCP 1047 > http [ACK] Seg=404 Ack=1115 win=64422 Ler
TCP 1048 > http [SYN] Seg=0 Len=0 MSS=1460

TCP http 1048 [SYN, ACK] Seqg=0 Ack=1 win=5840 Len-
TCP 1048 > http [ACk] Seg=l Ack=1 win=65333 Len=0
HTTP GET ffavicon.ico HTTP/ 1.1

http » [ACKk] Seg=l Ack=334 win=6432 Len=0

Mot Found (te Tt

FIN, ACK] Segs= =464 Ack=334 Win=6432
FIN, ACK] Seq=334 Ack=464 win=6507:
ACK] Seq=465 Ack=335 win=6432 Len=(
ACK] Seq=335 Ack=465 win=65072 Len-

.2606?2
. 348047
. 3480505
.355070

172.17.1.1
Cisco_7 f3

.995382 C1sc0 ?9: :f3:8 LOOP

.035662 Cisco_79:f3:80 CDPKVTP/DTP/PAgP/UDLD coP pevice ID: ROUTER_A Port ID: FastEthernet0/0
.985357 Cisco_79:f3:80 Cisco_79:f3: LOGP rReply

.985055 cCisco 79:f3:80 Cisco 79:f3: 80 LOCP Renlv

List the protocols used on the network shown above.
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c. Examine the capture below.

Mo, - Time Siource Diestination Prokacal Info
76 149,995055 Cisco_79:f3:80 Cisco_79:f3:80 LOOP RepTy
F7 153.608179 152.16B8.3.2 172.17.1.1 TCP 1051 > https [SYM] Seq=0 Len=0 M35=1460
78 153.608206 172.17.1.1 152,168.3.2 TCP https = 1051 [S¥M, ACK] Seq=0 Ack=1 win=5840 Len=0
78 153.624452 192.168.3.2 172.17.1.1 TCP 1051 > https [ACK] Seg=l aAck=1 win=653535 Len=0
80 153.6846527 1592.16B8.3.2 172.17.1.1 SSLv2 Client Hello

https = 1051 Seq=l Ack=106 Wi
r Hello, ¢ Tt { noje 3=
1051 > https [ACK] Seq=1l06 Ack=1410 win=58412& Len=

52

L 943418 192.168.3.2

L994711  Cisco_FR:fs:i80
. 543988 1 ER

App11cat10n_Data =
https = 1051 [ACK] Seq=1469 Ack=741 win=7504 Len=0

C5740 g 1 2
L BE0920 192.168. 3 2 172.17.1.1
88 la6, 7011ad 172.17.1.1 152.168.3.2
. 994404 C1sc0 79 f3 B0 C1sc0 79:f3:80

I cl
Seq=741 Ack=2092% wWin=83535 Len=

: i 0 1o
157046 L168.3. L17.1. 1051 » https LACK]
Seq=741 Ack=5725 wWin=65535 Len=

4089569 TCP 1051 » https [ACK]
L421510 TLEwL Encrypted alert
421522 https = 1051 [

Seq—5?25 Ack ??8 wWin=7504 Len=0

1052 » hiips Sec=0 Len-0 Ms5-1460

; T7
. 984332

101 178.5984356 TCP https = 1052 [SvM, ACk] Seq=0 Ack=1l win=5840 Len=0
102 178.992585 TCP 1053 > https [S¥M] Seq=0 Len=0 MSS=1460

103 178.992610 TCP https = 1053 [SvH, ACK] Seq=0 Ack=1 win=5840 Len=0
104 179.000452 TCP 1052 > https [ACK] Seg=l Ack=1 win=653535 Len=0

105 179.024725 SSL Client Hello

https = 1052
SErvEer i
1053 > https
S5L Client Hello

https > 1053 [ack] Seqg= 1 Ack 121 win= 5840 Len=0

.024?46

Se= 1 Ack=121 wWin= 5840 Len=0

[ACK] Seq-1 Ack=1 Win-65535 Len-0

e
109 179, 055032
11017005534

d. What two protocols are listed in this capture that was not listed in the previous capture?
e. Compare the first capture in Step 14 with the second capture. What is one noticeable difference
between the HTTP and HTTPS protocols?
Step 15: Reflection
How are the OSI and TCP/IP Layer models reflected in the captured network data provided by Wireshark?
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Erasing and Reloading the Switch

For the majority of the labs in CCNA Discovery, it is hecessary to start with an unconfigured switch. Using a
switch with an existing configuration may produce unpredictable results. The following instructions prepare the
switch prior to performing the lab so that previous configuration options do not interfere. Instructions are provided
for the 2900 and 2950 series switches.

a. Enter into privileged EXEC mode by typing enable. If prompted for a password, enter class (if that
does not work, ask the instructor).

Switch>enable
b. Remove the VLAN database information file.

Switch#tdelete flash:vlan.dat

Delete filename [vlan.dat]?[Enter]

Delete flash:vlan.dat? [confirm] [Enter]

%Error deleting flash:vlan.dat (No such file or directory)

c. Remove the switch startup configuration file from NVRAM.

Switch#terase startup-config
Erasing the nvram filesystem will remove all files! Continue? [confirm]
Erase of nvram: complete

d. Check that VLAN information was deleted.
e. Restart the software using the reload command.
1) At the privileged EXEC mode, enter the reload command:

Switch# reload
System configuration has been modified. Save? [yes/no]:

2) Type n, and then press Enter.

Proceed with reload? [confirm] [Enter]
Reload requested by console.
Would you like to enter the initial configuration dialog? [yes/no]:

3) Type n, and then press Enter.
Press RETURN to get started! [Enter]

Erasing and Reloading the Router
a. Enter the privileged EXEC mode by typing enable
Router>enable
c. In privileged EXEC mode, enter the erase startup-config command.

Router#erase startup-config
Erasing the nvram filesystem will remove all files! Continue?
[conFirm]

d. Press Enter to confirm.
Erase of nvram: complete
e. In privileged EXEC mode, enter the reload command.

Router# reload
System configuration has been modified. Save? [yes/no]:

f.  Type n and then press Enter.
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Proceed with reload? [confirm]
g. Press Enter to confirm.

Reload requested by console.
Would you like to enter the initial configuration dialog? [yes/no]:

h. Type n and then press Enter.
Press RETURN to get started!

i. Press Enter.
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SDM Router Basic I0S Configuration to Bring Up SDM

If the startup-config is erased in an SDM router, SDM will no longer come up by default when the router is
restarted. It will be necessary to build a basic config as follows. Further details regarding the setup and use of
SDM are can be found in the SDM Quick Start Guide:

http://www.cisco.com/en/US/products/sw/secursw/ps5318/products quick start09186a0080511c89.html#wp44788
a. Set the router Fa0/0 IP address.

Router(config)#interface Fa0/0
Router(config-if)#ip address 10.10.10.1 255.255.255.248
Router(config-if)#no shutdown

f.  Enable the router's HTTP/HTTPS server, using the following Cisco IOS commands:

Router(config)#ip http server
Router(config)#ip http secure-server
Router(config)#ip http authentication local

g. Create a user account with privilege level 15 (enable privileges).
Router(config)#username <username> privilege 15 password 0 <password>

h. Configure SSH and Telnet for local login and privilege level 15.

Router(config)#line vty 0 4
Router(config-line)#privilege level 15
Router(config-line)#login local
Router(config-line)#transport input telnet
Router(config-line)#transport input telnet ssh
Router(config-line)#exit
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Lab 2.3.5 Configuring Basic Routing and Switching

S0/0/0 Fa0/0

S0/0/0

Device o . |IPAddress | VLAN1 | Subnet IP Address | Subnet Default
Designation Interface Fa0/0 IP Address | Mask S0/0/0 Mask Gateway
Routerl R1 192.168.1.1 255.255.255.0 | 192.168.2.1 | 255.255.255.0

Router2 R2 192.168.3.1 255.255.255.0 | 192.168.2.2 | 255.255.255.0

Switch Switch1 192.168.1.5 | 255.255.255.0 192.168.1.1
Host1 Host1 192.168.1.10 255.255.255.0 192.168.1.1
Host2 Host2 192.168.3.10 255.255.255.0 192.168.3.1
Objectives

e Configure static routes.
e Configure a routing protocol (RIP v2).
e Configure a switch management VLAN IP address.

e Test and verify configurations.

Background / Preparation

This lab reviews the primary I0OS commands used to manage, configure, and monitor devices in a multirouter
network. In this lab, you will configure two routers using static routes and then using a routing protocol;
configure a switch, including access to management functions; and configure two hosts. You will make and
verify configuration changes on the switch. You will also verify network configurations and connectivity.

The following resources are required:
e Cisco 2960 switch or other comparable switch

e Two 1841 or other compatible Cisco routers with Fast Ethernet interfaces to connect to switch and
host

e Two Windows-based PCs, at least one with a terminal emulation program
¢ At least one RJ45-to-DB-9 connector console cable

e Two straight-through Ethernet cables

e One crossover Ethernet cable

e Access to the PC command prompt

e Access to PC network TCP/IP configuration
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NOTE: Go to the “Erasing and Reloading the Switch” instructions at the end of this lab. Perform those steps
on the switch in this lab assignment before continuing.

NOTE: Go to the “Erasing and Reloading the Router” instructions at the end of this lab. Perform those steps
on all routers in this lab assignment before continuing.

Step 1: Connect PC1 to the switch

a. Connect PC1 to Fast Ethernet switch port Fa0/1. Configure PC1 to use the IP address, mask, and
gateway as shown in the topology diagram.

b. Establish a terminal emulation session to the switch from PC1.

Step 2: Perform an initial configuration on the switch

a. Configure the hostname of the switch as Switchl

Switch>enable
Switch#configure terminal
Switch(config)#hostname Switchl

b. Set the privileged EXEC mode password to cisco.
Switchl(config)#enable password cisco

c. Setthe privileged EXEC mode secret password to class.
Switchl(config)#enable secret class

d. Configure the console and virtual terminal lines to use a password and require it at login.

Switchl(config)#line console 0
Switchl(config-line)#password cisco
Switchl(config-line)#login
Switchl(config-line)#line vty 0 15
Switchl(config-line)#password cisco
Switchl(config-line)#login
Switchl(config-line)#end

e. Exit from the console session and log in again.

Which password was required?

Why?

Step 3: Configure the switch management interface on VLAN 1
a. Enter the interface configuration mode for VLAN 1.
Switchl(config)#interface vlan 1
b. Setthe IP address, subnet mask, and default gateway for the management interface.

Switchl(config-if)#ip address 192.168.1.5 255.255.255.0
Switchl(config-if)#no shutdown

Switchl(config-if)#exit

Switchl(config)#ip default-gateway 192.168.1.1

c. Why does interface VLANL1 require an IP address in this LAN?
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d.

What is the purpose of the default gateway?

Step 4: Verify configuration of the switch

a.

Verify that the IP address of the management interface on the switch VLAN 1 and the IP address of
PC1 are on the same local network. Use the show running-config command to check the IP
address configuration of the switch.

Save the configuration.

Step 5: Perform basic configuration of router R1

a.
b.

C.

Connect switch port Fa0/3 to interface Fa0/0 of router R1.
Establish a terminal emulation session to router R1 from PC1.
Enter privileged EXEC mode, and then global configuration mode.
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#
Configure the router name as R1.
Router(config)#hostname R1
Disable DNS lookup.
R1(config)#no ip domain-lookup

Why would DNS lookup be disabled in a lab environment?

Configure the EXEC mode password.
R1(config)#enable secret class

Why is it not necessary to use the enable password password command?

Configure a message-of-the-day banner using the banner motd command.

Where does this banner display?

Configure the console and virtual terminal lines to use a password and require it at login.

R1i(config)#line console 0O
R1(config-line)#password cisco
R1(config-line)#login
Ri(config-line)#line vty 0 4
R1(config-line)#password cisco
Ri(config-line)#login
R1(config-line)#end

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 11



CCNA Discovery
Introducing Routing and Switching in the Enterprise

Step 6: Configure interfaces and static routing on router R1
a. Configure the FastEthernet 0/0 interface with the IP address 192.168.1.1/24.

Ri(config)#interface fastethernet 0/0
Ri(config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no shutdown

b. Configure the Serial 0/0/0 interface with the IP address 192.168.2.1/24. Set the clock rate to 64000.

Ri(config-if)#interface serial 0/0/0
Ri(config-if)#ip address 192.168.2.1 255.255.255.0
Ri(config-if)#clock rate 64000

R1(config-if)#no shutdown

Return to global configuration mode.

d. Create a static route to enable R1 to reach the network attached to the R2 Fa0/0 interface. Use the
next hop interface on R2 as the path to this network.

Ri(config)#ip route 192.168.3.0 255.255.255.0 192.168.2.2

Why is this static route the only one required?

e. Return to privileged EXEC mode.
f. Save the configuration.
g. Shutdown R1.

Step 7: Connect PC2 to router R2
a. Connect PC2 to the Fast Ethernet interface 0/0 of router R2.

What kind of cable is required to connect a host directly to a router Ethernet port?

b. Establish a terminal emulation session with router R2 from PC2.

Step 8: Perform basic configuration of router R2
c. Repeat Step 5, a through h, making the hostname R2.
d. Configure the Serial 0/0/0 interface with the IP address 192.168.2.2/24.

R2(config)#interface serial 0/0/0
R2(config-if)#ip address 192.168.2.2 255.255.255.0
R2(config-ift)#no shutdown

e. Configure the FastEthernet 0/0 interface with the IP address 192.168.3.1/24.

R2(config-if)#interface fastethernet 0/0
R2(config-if)#ip address 192.168.3.1 255.255.255.0
R2(config-if)#no shutdown

f. Create a static route to enable R2 to reach the network attached to the R1 Fa0/0 interface. Use the
next hop interface on R1 as the path to this network.

R2(config)#ip route 192.168.1.0 255.255.255.0 192.168.2.1
g. Return to privileged EXEC mode.
h. Save the configuration.
i. Shutdown R2.

All contents are Copyright © 1992—2007 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 4 of 11



CCNA Discovery
Introducing Routing and Switching in the Enterprise

Step 9: Connect the internetwork
a. Connect R1 and R2 using a serial cable between their configured serial interfaces.
b. Verify that the serial DCE cable is connected to R1 and that the serial DTE cable is connected to R2.

c. Start up both routers, and log in.

Step 10: Verify and test the configurations
a. To verify that PC1 and Switchl are correctly configured, ping the switch IP address from PC1.

b. To verify that Switchl and R1 are correctly configured, ping the router Fa0/0 interface (default
gateway) IP address from the Switchl CLI.

c. To verify that PC2 and R2 are correctly configured, ping the router Fa0/0 interface from PC2.
Were the pings successful?

If the ping is not successful, verify the connections and configurations again. Check to ensure that all
cables are correct and that connections are seated. Check the host, switch, and router configurations.

d. Verify that the routing tables have routes to all configured networks by using the show ip route
command.

What does the “S” indicate?

e. Verify the router interface configurations using the show ip interface brief command.

What should the output indicate for correctly configured, active interfaces?

What should the output indicate for any interface that has not been configured?

f.  View devices from R1’s terminal session using the show cdp neighbors command.

If an additional switch is added between PC2 and R2, would that switch appear in this command
output? No. Why or why not?

CDP only displays directly-connected Cisco devices.

Step 11: Remove Static Route and configure a routing protocol on router R1
a. Remove the static route to 192.168.3.0.
R1(config)#no ip route 192.168.3.0 255.255.255.0 192.168.2.2
b. Enable RIP v2 routing and advertise the participating networks.

Ri(config)#router rip
R1(config-router)#version 2
R1(config-router)#network 192.168.1.0
R1(config-router)#network 192.168.2.0

c. Return to privileged EXEC mode.

d. Save the configuration.

Step 12: Remove Static Route and configure a routing protocol on router R2
a. Remove the static route to 192.168.1.0.
R2(config)#no ip route 192.168.1.0 255.255.255.0 192.168.2.1
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b. Enable RIP v2 routing and advertise the participating networks.

R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#network 192.168.2.0
R2(config-router)#network 192.168.3.0

c. Return to privileged EXEC mode.

d. Save the configuration.

Step 13: Verify and test the configurations
a. To verify that PC1 and Switchl are correctly configured, ping the switch IP address from PC1.

b. To verify that Switchl and R1 are correctly configured, ping the router Fa0/0 interface (default
gateway) IP address from the Switchl CLI.

c. To verify that PC2 and R2 are correctly configured, ping the router Fa0/0 interface from PC2.
Were the pings successful?

If the ping is not successful, verify the connections and configurations again. Check to ensure that all
cables are correct and that connections are seated. Check the host, switch, and router configurations.

d. Verify that the routing tables have routes to all configured networks by using the show ip route
command. R2’s routing table should display:

R2#sho ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF HSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external tvpe 1, E2 - 0SPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-1IS level-1, L2 - IS-1IS levwel-2
ia — IS-IS inter area, = - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

R 192.168.1.8/24 [120/1]1 via 192.168.2.1, 00:00:11, Serial®/0/0
C 192.168.2.0/24 is directly connected, Serial0/0/0

39 192.168.3.0/24 is directly connected, FastEthernetB/0
#

What does the “R” indicate?

On R1, which route would be displayed with an “R"?

e. Verify the router interface configurations using the show ip interface brief command.

f.  View devices from R1's terminal session using the show cdp neighbors command.

Step 14: Use the switch management interface

a. Open a command prompt on PC1, and enter the telnet command followed by the IP address
assigned to management interface VLAN 1.

b. Enter the vty password configured in Step 2 to gain access to the switch.
c. Atthe switch prompt, issue the show version command.

Switchl>show version
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d. What is the Cisco I0S version of this switch?

e. Determine which MAC addresses the switch has learned by using the show mac-address-table
command at the privileged EXEC mode prompt.

Switchl#show mac-address-table

How can you determine the MAC address belonging to PC1?

Does PC1’s MAC address match one in the switch table?

f. To allow the switch port FastEthernet 0/1 to accept only one device, configure port security as
follows:

Switchl(config-if)#switchport mode access
Switchl(config-if)#switchport port-security
Switchl(config-if)#switchport port-security mac-address sticky
Switchl(config-if)#end
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g. Check the port security settings.

Switchl#show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

If a host other than PC1 attempts to connect to Fa0/1, what will happen?

It is sometimes necessary to set the speed and duplex of a port to ensure that it operates in a
particular mode. You can set the speed and duplex with the duplex and speed commands while in
interface configuration mode. To force FastEthernet port 5 to operate at half duplex and 10 Mbps,
issue the following commands:

Switch>enable

Switch#configure terminal
Switch(config-if)#interface fastethernet 0/5
Switch(config-if)#speed 10
Switch(config-if)#duplex half
Switch(config-if)#end

Switch#

Issue the show iInterfaces command. What is the duplex and speed setting for Fa0/5 now?

Enter quit at the switch command prompt to terminate the Telnet session.

Step 15: Reflection

a.

Describe a situation in which you would use virtual terminal access to manage a switch, as you did in
Step 11.

Which symbol is used to show a successful ping in the Cisco 10S software?

Which commands used in this lab would provide the best documentation for this network?

This lab gave you an opportunity to review and display your knowledge of configuration commands. If
you were asked to state three rules for “best practices” in device configuration, what would they be?

Erase and reload all devices.
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